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Online Voting Security:

Everything You
Need to Know

     Security is the heart
     of any election. 

Fair and democratic elections depend on strict and robust security 
measures that provide authenticated voters with secrecy, maintain 
ballot integrity, and allow for transparent auditability of all electoral 
processes. As private voting booths, ballot envelopes, and physical 
paper trails don’t exist in online elections, alternative security proto-
cols have been developed to ensure secrecy, integrity, and auditability 
when using online voting technology.

If you are considering implementing online voting in an upcoming elec-
tion, it is essential that you are aware of these protocols and under-
stand why they are vital for election security. Not all online voting sys-
tems are built equally and making sure that you are being offered the 
necessary security features for a safe and successful election should 
be a top priority.

So, what does it take to protect the secrecy, integrity, 
and auditability of an online voting election?

©2020 Scytl Secure Electronic Voting, S.A.
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What you will find on 
the element pages:

Encryption En
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To ensure that a voter’s ballot cannot be 
read by anyone else while it is being 
transmitted from the voter’s device to the 
voting system and the counting computers, it 
is turned into an unreadable code using 
encryption. A message is encrypted when it 
is turned into an unreadable message (or 
ciphertext) using a unique cryptographic key. 
It is later decrypted when a specific key is 
used to turn an encrypted message into a 
readable one (or a plain-text message).

Encryption, therefore, is the key to ensuring 
the privacy of a voter’s choices. If a ballot is 
encrypted properly, no one will be able to 
read its contents, even if it is maliciously 
intercepted during transmission.

In an online election, there are a few ways 
that ballots can be encrypted. For example, 
ballots can be transmitted through an 
encrypted network channel, like an HTTPS 
connection, that encrypts the data while 
they are transmitted over the internet.

The very basics of
keeping ballot content
secret and private.

Related Keywords:
· End-to-End Encryption
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Secrecy in elections means two things: 
privacy and anonymity. 
Privacy can be thought of as a voting booth, or any method by which a 
voter can mark their ballot and have their decision known only to them. 
Anonymity, then, can be thought of as the blank envelope the voter 
puts their ballot in before casting it in the ballot box. Even though the 
voter identified themselves as an eligible voter, this envelope breaks 
all ties between the voter’s identity and their ballot, keeping their vote 
anonymous.

Maintaining privacy and anonymity in a remote voting channel in gen-
eral (e.g., postal voting) is difficult to achieve, considering that voter 
authentication cannot be carried out physically in front of election 
managers, and that the vote is not put in the ballot box by the voter, 
but rather by a delegated third party, like the postal service. In an 
online election, privacy and anonymity might seem difficult to achieve, 
given the fact that voters must identify themselves within the same 
system that they are using to cast their ballot, and that their ballot is 
being transmitted from their device to a voting server in an unknown 
location. However, though complex, both privacy and anonymity can 
be achieved in an online election – with higher confidence than in 
postal voting, even – given the proper security features. When imple-
mented correctly, these features can guarantee that a voter’s choices 
are not known to anyone else, and that their ballot is stripped of all 
identifying information and can in no way be traced back to them.

©2020 Scytl Secure Electronic Voting, S.A.
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Privacy in an online election is provided 
through cryptography, or the practice of 
writing secure communication that only 
trusted parties can read and understand. 
Cryptography has two basic compo-
nents: encryption and decryption. When 
a message is encrypted, it is configured 
into unreadable text. When an encrypted 
message is sent to its designated recipi-
ent, both the sender and receiver can be 
sure that no untrusted source was able to 
read it while it was being transmitted. 

The receiver can then use a unique key to 
decipher and decrypt the message, 
revealing its true content. In the case of 
an online election, electronic ballots are 
encrypted and decrypted to ensure voter 
privacy. Therefore, it’s important to 
know which encryption methods are the 
most secure for an online voting system.

©2020 Scytl Secure Electronic Voting, S.A.
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To ensure that a voter’s ballot cannot be 
read by anyone else while it is being trans-
mitted from the voter’s device to the voting 
system and the counting computers, it is 
turned into an unreadable code using en-
cryption. A message is encrypted when it is 
turned into an unreadable message (or 
ciphertext) using a unique cryptographic key. 
It is later decrypted when a specific key is 
used to turn an encrypted message into a 
readable one (or a plain-text message).

Encryption, therefore, is the key to ensuring 
the privacy of a voter’s choices. If a ballot is 
encrypted properly, no one will be able to 
read its contents, even if it is maliciously 
intercepted during transmission.

In an online election, there are a few ways 
that ballots can be encrypted. For example, 
ballots can be transmitted through an en-
crypted network channel, like an HTTPS con-
nection, that encrypts the data while they 
are transmitted over the internet.

The very basics of
keeping ballot content
secret and private.

Related Keywords:
· End-to-End Encryption

1/2
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However, this type of encryption falls short 
of protecting voter privacy, since the en-
cryption is limited to the communication 
channel and leaves votes vulnerable at 
either end of the ballot casting process: on 
the voter’s device and the voting server. 
Alternatively, ballots can be encrypted 
when they arrive at the voting server. How-
ever, this does not prevent the votes from 
possible capture and manipulation prior to 
their encryption on the server. Therefore, 
these methods don’t meet the security stan-
dards needed to run a fair and democratic 
election. Instead, a specific approach, called 
end-to-end encryption, is the best suited for 
use in online voting systems. 

2/2
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End-to-end encryption refers to the two 
ends of an online ballot’s lifecycle: the voter’s 
device, and the counting server. This means 
that when a voter hits the “CAST” button on 
the online voting platform, the ballot is auto-
matically encrypted and turned into an un-
readable code directly on their device. From 
there, the encrypted ballot is sent over a 
secure network channel to the voting server 
where it is stored. The ballot will then remain 
encrypted until the end of the voting process, 
when the ballot box is exported to the count-
ing server and the electoral board authorizes 
the official decryption.

True end-to-end encryption is vital for the 
security of an online election. Without it, 
votes could be easily intercepted and their 
contents could be determined. With 
end-to-end encryption, even if a vote was 
intercepted, it would be impossible to de-
crypt without the decryption key, held only by 
the electoral board. Therefore, end-to-end 
encryption is the only way to ensure that a 
voter’s ballot choices remain private.

Keeping ballot content 
confidential from the voter’s 
device to the ballot box.

Related Keywords:
· Encryption
· Asymmetric Encryption
· Voting Server
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To decrypt an encrypted message, a cryp-
tographic key is needed. This key can take 
many shapes, but it is most commonly a long 
string of numbers and letters, like a pass-
word that is impossible to randomly guess. 
An encryption process that uses the same 
key to encrypt and decrypt messages is 
known as symmetric encryption, whereas a 
process that uses one key to encrypt mes-
sages and a different key to decrypt them is 
known as asymmetric encryption.

Symmetric encryption, however, is not suffi-
cient for secure online voting elections for 
various reasons. First of all, if only one key 
was used to encrypt and decrypt ballots, 
voters would need access to the key in order 
to perform the encryption. This would mean 
that the key would be public and available to 
everyone. Therefore, anyone who is able to 
intercept ballots while they were being 
transmitted would also be able to decrypt 
them using the publicly available key. Sec-
ondly, if each voter had their own private key, 
as opposed to one public key used by every-

The reason why any voter can 
encrypt their ballot, but only the 
electoral board can decrypt it.

Related Keywords:
· Encryption
· End-to-End Encryption
· Private Key
· Public Key
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one, to encrypt their ballots, then that same 
key would need to be used to decrypt their 
ballots. Therefore, each individual voter 
would need to share their key with the elec-
toral board, inundating them with thou-
sands, if not millions, of unique keys. This not 
only increases the complexity of key man-
agement during an online election, but also 
increases the probability that an unautho-
rized individual can steal or gain access to 
the private keys of individual citizens, allow-
ing them to decrypt ballots at will.

Asymmetric encryption, on the other hand, 
uses a unique pair of public and private keys 
to ensure that ballots maintain their 
end-to-end encryption until the electoral 
board authorizes the official decryption of 
ballots. In an asymmetrically encrypted 
online election, a public encryption key is 
made available to all voters. This key can only 
be used to encrypt ballots and is automati-
cally applied when a voter hits the “CAST” 
button on their device. The ballots are then 
transmitted to the voting server where they 
remain encrypted until the electoral board 
uses their private decryption key, known only 
to them, to begin tallying the votes. Due to 
the use of this key pair, anyone who is able to 
intercept an encrypted vote will not have the 
private key necessary to decrypt it, and 
therefore cannot gain access to the ballot’s 
contents or tamper with it in any way. For 
these reasons, asymmetric encryption is 
necessary in any online election.

©2020 Scytl Secure Electronic Voting, S.A.
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As an added security measure on top of 
asymmetric encryption, the private key used 
to decrypt ballots can be divided into shares 
among the members of the electoral board 
using a secret sharing scheme. This means 
that instead of all members having access to 
the entire key, each individual member holds 
just a small part of it. The private key can be 
split numerous times, into any number of 
shares, and with a certain threshold of 
reconstruction. This “threshold” means that 
if the key was originally split among 5 elec-
toral board members, for example, only 3 
would be needed to reconstruct the key and 
begin the decryption process. This allows for 
some flexibility in the election process, and 
the threshold itself is always determined 
ahead of time, and in line with election rules 
and the electoral board’s consent.

Using a secret sharing scheme to divide the 
private decryption key increases the privacy 
of ballot contents as no single member of 
the electoral board can begin the decryp-
tion process on their own. Instead, a specific 

Preventing a single individual 
from accessing decrypted ballots 
by themself.

1/2

Related Keywords:
· Encryption
· End-to-End Encryption
· Asymmetric Encryption
· Private Key
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number of members of the electoral board 
have to come together to input their own 
piece of the private key for decryption to 
begin. This ensures that all other necessary 
security processes are conducted prior to 
decryption.

2/2
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Whereas privacy is founded upon encryp-
tion, anonymity can be achieved through 
a few different methods, most often 
during the tallying phase of the election. 
The most robust and secure processes are 
mixing and homomorphic tallying. As 
these processes both ensure that ballots 
cannot be traced back to the voters who 
cast them, the implementation of only one 
is necessary in an online election.

That said, an online voting system that 
doesn’t utilize either mixing or homomor-
phic tallying cannot sufficiently guaran-
tee the preservation of voter anonymity.

©2020 Scytl Secure Electronic Voting, S.A.
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While encryption is vital for keeping ballot 
content private, it does little to protect the 
anonymity of voters. In order to separate a 
voter’s identity from their vote, ballots under-
go a mixing process before decryption.

Mixing takes place in a mix-net (mix network), 
a series of servers which take in multiple 
messages and send them out re-encrypted 
and in a random order. More specifically, 
online ballots are first stripped of their digital 
signatures (see “Integrity”), and are then 
shuffled and re-encrypted multiple times, 
ensuring that the process is untraceable. The 
result is an entirely random list of votes that 
can in no way be tied back to the individual 
voters who sent them.

Breaking the tie between
a voter and their vote.

Related Keywords:
· Mix-Net
· Encryption
· Digital Signatures
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Another method of preserving voter ano-
nymity is a complex cryptographic mecha-
nism known as homomorphic tallying. The 
uniqueness of homomorphic processes lies in 
the fact that they are able to operate on en-
crypted data without decrypting it, and then 
can decrypt the result, keeping the original 
data encrypted and unknown.

In terms of online voting elections, homomor-
phic tallying is used to tally the encrypted 
ballots, to obtain the encrypted results of the 
election, and then to decrypt the final result. 
This means that ballots do not need to be de-
crypted in order to conduct the tally, and 
thus individual ballots cannot be traced back 
to individual voters.

Tallying encrypted votes,
decrypting the results.

Related Keywords:
· Encryption
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Integrity in any election is founded upon
the proper conduct of election processes.
Ensuring that votes are cast only by eligible voters, that those votes 
remain unmanipulated, that every voter casts only one ballot, and that 
electoral processes are easily auditable are all essential to the integri-
ty of elections. Despite the fact that online elections involve numerous 
electronic processes that might seem invisible or hard to verify, the 
proper security measures can result in a transparent election with 
every step accounted for.
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In online elections, voters don’t show up to 
polling stations with their IDs in hand. Be-
cause of this, the online voting system needs 
to determine the eligibility of voters through 
the use of voter credentials (e.g., a user-
name and password; see “Authentication”) 
and digital signatures. A digital signature is 
a cryptographic proof that verifies that a 
piece of data, such as an electronic ballot, 
has been created by a specific voter. They 
also verify that the signed ballot has not 
been manipulated. With a digital signature, 
it is possible to tell that a ballot was cast by 
an eligible voter and hasn’t been altered by 
anyone else between the time it was sent 
from the voter’s device to when it arrived in 
the digital ballot box.

Digital signatures are based on asymmetric 
cryptography and therefore use both a pri-
vate and public key. Each voter’s unique 
cryptographic key pair, which is often as-
signed to them for that specific election, is 
usually automatically provided when a voter 
logs in to the voting platform with their cre-

Determining voter eligibility 
and vote authenticity in an 
online election.

That all said, if a vote were to be intercept-
ed, the interceptor could determine the 
identity of the voter using that voter’s digi-
tal certificate. In other words, they could use 
the associated public key, which by nature is 
available to the public, to read the digital 
signature on the ballot. Thankfully, the vote 
is encrypted with the public election en-
cryption key and can only be decrypted by 
the electoral board. Therefore, the inter-
ceptor would be able to determine that that 
specific voter has cast a vote, but the actual 
voting choices would remain unknown. For 
this reason, electronic votes should always 
be encrypted before being signed and 
transmitted.

The use of the private digital signature is 
easy for anyone, regardless of technological 
fluency. When voters press “CAST,” the 
voting interface automatically uses their 
private keys, which are either stored on 
their personal devices, or distributed via a 
key roaming mechanism. It requires no 
direct action from the voters themselves, 
guaranteeing that ballots are digitally 
signed every time.

dentials, requiring no extra action on the 
voter’s part. 

The private key is held only by the voter, 
whereas the public key is available to 
anyone, including the voting server. The 
public key of each voter is contained along-
side some basic identification information 
within a unique voter digital certificate that 
links the key with the voter. 

While voting, the voter digitally signs their 
ballot with their private key, which usually 
happens automatically when they press 
“CAST.” Since the private key is known only by 
the voter, it guarantees the authenticity of 
the vote, as no one else could impersonate 
that voter. The digital signature also protects 
the integrity of the vote because if the ballot 
was to somehow be intercepted, decrypted 
and modified, the interceptor would not be 
able to sign the ballot with the correct signa-
ture, as they do not have access to the voter’s 
private key, and the digital ballot box would 
recognize the tampered vote as invalid.

When the voting server receives a signed 
ballot, it verifies the digital signature with the 
public key obtained from the digital certifi-
cate, and can verify the voter’s eligibility, as 
well as the vote’s authenticity and integrity. 
This is possible because the digital certificate 
of each voter is documented in a digital voter 
registry (or an electoral roll). This also means 
that a voter cannot vote more than the au-
thorized amount of times in an election, as 
the voting server is aware of the number of 
times a vote is signed with the keys associat-
ed to a certain digital certificate.1/3

Related Keywords:
· Voter Credentials
· Asymmetric Encryption
· Private Key
· Public Key
· Digital Certificate
· Key Roaming Mechanism
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In online elections, voters don’t show up to 
polling stations with their IDs in hand. Be-
cause of this, the online voting system needs 
to determine the eligibility of voters through 
the use of voter credentials (e.g., a user-
name and password; see “Authentication”) 
and digital signatures. A digital signature is 
a cryptographic proof that verifies that a 
piece of data, such as an electronic ballot, 
has been created by a specific voter. They 
also verify that the signed ballot has not 
been manipulated. With a digital signature, 
it is possible to tell that a ballot was cast by 
an eligible voter and hasn’t been altered by 
anyone else between the time it was sent 
from the voter’s device to when it arrived in 
the digital ballot box.

Digital signatures are based on asymmetric 
cryptography and therefore use both a pri-
vate and public key. Each voter’s unique 
cryptographic key pair, which is often as-
signed to them for that specific election, is 
usually automatically provided when a voter 
logs in to the voting platform with their cre-
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That all said, if a vote were to be intercept-
ed, the interceptor could determine the 
identity of the voter using that voter’s digi-
tal certificate. In other words, they could use 
the associated public key, which by nature is 
available to the public, to read the digital 
signature on the ballot. Thankfully, the vote 
is encrypted with the public election en-
cryption key and can only be decrypted by 
the electoral board. Therefore, the inter-
ceptor would be able to determine that that 
specific voter has cast a vote, but the actual 
voting choices would remain unknown. For 
this reason, electronic votes should always 
be encrypted before being signed and 
transmitted.

The use of the private digital signature is 
easy for anyone, regardless of technological 
fluency. When voters press “CAST,” the 
voting interface automatically uses their 
private keys, which are either stored on 
their personal devices, or distributed via a 
key roaming mechanism. It requires no 
direct action from the voters themselves, 
guaranteeing that ballots are digitally 
signed every time.

dentials, requiring no extra action on the 
voter’s part. 

The private key is held only by the voter, 
whereas the public key is available to 
anyone, including the voting server. The 
public key of each voter is contained along-
side some basic identification information 
within a unique voter digital certificate that 
links the key with the voter. 

While voting, the voter digitally signs their 
ballot with their private key, which usually 
happens automatically when they press 
“CAST.” Since the private key is known only by 
the voter, it guarantees the authenticity of 
the vote, as no one else could impersonate 
that voter. The digital signature also protects 
the integrity of the vote because if the ballot 
was to somehow be intercepted, decrypted 
and modified, the interceptor would not be 
able to sign the ballot with the correct signa-
ture, as they do not have access to the voter’s 
private key, and the digital ballot box would 
recognize the tampered vote as invalid.

When the voting server receives a signed 
ballot, it verifies the digital signature with the 
public key obtained from the digital certifi-
cate, and can verify the voter’s eligibility, as 
well as the vote’s authenticity and integrity. 
This is possible because the digital certificate 
of each voter is documented in a digital voter 
registry (or an electoral roll). This also means 
that a voter cannot vote more than the au-
thorized amount of times in an election, as 
the voting server is aware of the number of 
times a vote is signed with the keys associat-
ed to a certain digital certificate. 2/3
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In online elections, voters don’t show up to 
polling stations with their IDs in hand. Be-
cause of this, the online voting system needs 
to determine the eligibility of voters through 
the use of voter credentials (e.g., a user-
name and password; see “Authentication”) 
and digital signatures. A digital signature is 
a cryptographic proof that verifies that a 
piece of data, such as an electronic ballot, 
has been created by a specific voter. They 
also verify that the signed ballot has not 
been manipulated. With a digital signature, 
it is possible to tell that a ballot was cast by 
an eligible voter and hasn’t been altered by 
anyone else between the time it was sent 
from the voter’s device to when it arrived in 
the digital ballot box.

Digital signatures are based on asymmetric 
cryptography and therefore use both a pri-
vate and public key. Each voter’s unique 
cryptographic key pair, which is often as-
signed to them for that specific election, is 
usually automatically provided when a voter 
logs in to the voting platform with their cre-

That all said, if a vote were to be intercept-
ed, the interceptor could determine the 
identity of the voter using that voter’s digi-
tal certificate. In other words, they could use 
the associated public key, which by nature is 
available to the public, to read the digital 
signature on the ballot. Thankfully, the vote 
is encrypted with the public election en-
cryption key and can only be decrypted by 
the electoral board. Therefore, the inter-
ceptor would be able to determine that that 
specific voter has cast a vote, but the actual 
voting choices would remain unknown. For 
this reason, electronic votes should always 
be encrypted before being signed and 
transmitted.

The use of the private digital signature is 
easy for anyone, regardless of technological 
fluency. When voters press “CAST,” the 
voting interface automatically uses their 
private keys, which are either stored on 
their personal devices, or distributed via a 
key roaming mechanism. It requires no 
direct action from the voters themselves, 
guaranteeing that ballots are digitally 
signed every time.

dentials, requiring no extra action on the 
voter’s part. 

The private key is held only by the voter, 
whereas the public key is available to 
anyone, including the voting server. The 
public key of each voter is contained along-
side some basic identification information 
within a unique voter digital certificate that 
links the key with the voter. 

While voting, the voter digitally signs their 
ballot with their private key, which usually 
happens automatically when they press 
“CAST.” Since the private key is known only by 
the voter, it guarantees the authenticity of 
the vote, as no one else could impersonate 
that voter. The digital signature also protects 
the integrity of the vote because if the ballot 
was to somehow be intercepted, decrypted 
and modified, the interceptor would not be 
able to sign the ballot with the correct signa-
ture, as they do not have access to the voter’s 
private key, and the digital ballot box would 
recognize the tampered vote as invalid.

When the voting server receives a signed 
ballot, it verifies the digital signature with the 
public key obtained from the digital certifi-
cate, and can verify the voter’s eligibility, as 
well as the vote’s authenticity and integrity. 
This is possible because the digital certificate 
of each voter is documented in a digital voter 
registry (or an electoral roll). This also means 
that a voter cannot vote more than the au-
thorized amount of times in an election, as 
the voting server is aware of the number of 
times a vote is signed with the keys associat-
ed to a certain digital certificate. 3/3
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As voter digital certificates and the associat-
ed pair of signing keys are usually created for 
each election, they must be generated and 
distributed to each voter. One possibility is to 
use a method called a key roaming mecha-
nism. This method seamlessly provides each 
voter with their individual keys just after au-
thenticating themselves on the online voting 
platform using their voter credentials (see 
“Authentication”).

With a key roaming mechanism, digital sig-
natures are associated with a particular 
profile or account in an online voting system, 
rather than with a specific device. This 
means that voters are able to cast their 
ballot from any internet-connected device, 
as their digital signature is tied to the user-
name and password that they use to log in to 
the voting portal. It also means that voters 
have the option to begin voting on one 
device, log off, and continue voting on anoth-
er at a later time.

Digital signatures at
your fingertips, always.

Related Keywords:
· Digital Signatures
· Digital Certificates
· Voter Credentials
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As opposed to the numerous election ob-
servers necessary to oversee the operations 
of a paper-based election, the servers and 
computers in an online election can conve-
niently document their every action onto 
logs, or records of a series of events, which 
can later be inspected for proper conduct 
and accuracy. More specifically, these serv-
ers and computers can generate immutable 
logs, or logs that are impossible to manipu-
late or edit.

Immutable logs guarantee that the records 
of what happens during an online election 
are reliable and true. They reinforce the 
integrity of elections by documenting the 
proper conduct of various election processes 
while also making it easy to identify poten-
tial misconduct or errors, and then to rectify 
the situation. 

Documenting the electoral 
process from start to finish.

Related Keywords:
· Voting Server

©2020 Scytl Secure Electronic Voting, S.A.



Bulletin
Boards B2

p.23

Bulletin boards are an essential tool that 
make certain information about electoral 
processes available to anyone auditing an 
election They act as a storage system where 
information related to an election can be 
published for inspection. Bulletin boards 
have the ability to store information regard-
ing the encrypted votes, the mixing process, 
the decryption process, and the tallying pro-
cess, along with mathematical proofs to 
verify that these processes were carried out 
correctly. This information can be easily ac-
cessed online or through an official election 
smartphone app, usually as a PDF, and oc-
casionally in print.

Regardless of what information is published 
on a bulletin board, voter anonymity and pri-
vacy should never be compromised. Further-
more, bulletin boards should also be made 
immutable, or tamper resistant, and no one 
should be able to alter or remove the records 
stored on them.

Reinforcing election 
integrity through 
transparent information.

Related Keywords:
· Encryption
· Mixing
· Immutable Logs
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Auditability

p.24

Election auditability is dependent
on election transparency. 
Supplying voters with the ability and right to verify that their ballots 
were officially deposited in the ballot box with the choices they select-
ed, and that those choices were recorded properly, is fundamental to 
fostering trust in the election process. Online voting presents a slight 
challenge to these verifications, as voters cannot just seal up their 
ballot and drop it in a physical ballot box themselves. Rather, their 
ballots leave their hands and are sent through the internet to a voting 
server, where they await downloading and decryption at the end of 
the voting period. 

Providing proof to independent third-party auditors and the general 
public that the vote tally is correct and reflects the actual votes cast in 
an election is similarly important for election transparency. However, 
whereas paper records of each vote in a paper-based election can be 
recounted multiple times in the presence of official election observers 
and auditors, the vote tallying in an online election is, in appearance, 
slightly more invisible. 

Security and cryptographic experts, nevertheless, have developed 
unique verification methods for online voting systems that provide 
both individual and universal verifiability of all election processes.
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Individual
Verifiability IV

p.25

There are two types of verification that 
involve individual voters confirming that their 
individual votes have been securely trans-
mitted to the voting server and correctly 
recorded without manipulation: cast-as-in-
tended and recorded-as-cast verifiability. 
These individual verifiability procedures not 
only reassure voters of the integrity and 
transparency of the electoral system, but 
also give voters the opportunity to alert elec-
tion authorities if an error has occurred. 

Every voter checking
their every vote.

Related Keywords:
· Cast-as-Intended    
  Verifiability
· Recorded-as-Cast   
  Verifiability
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copy of it, from the voting server. Then, using 
the voter’s QR code, the app enables the 
voters to decrypt the retrieved vote and 
verify that it does contain the choices they 
originally selected, assuring them that their 
vote has not been manipulated.

Similarly, a mechanism known as “cast or 
challenge” can be implemented. Here, the 
voter completes their ballot and then en-
crypts it on their device. Then, the voter can 
choose either to cast their ballot, or to de-
crypt it (i.e. “challenge” it) to see if their choic-
es have remained the same. The voter can 
opt to decrypt their ballot as many times as 
they would like, ensuring that their device is 
not compromised or infected with malware.

A slightly different method used to achieve 
cast-as-intended verifiability is based on 
return codes. In this scenario, each voter is 
given a personalized voting card where 
every voting option is assigned a particular 
code. For example, option A may have the 
code “1234,” whereas option B would have 
the code “5678.” When a voter casts their 
ballot, the voting system is able to compute 
the codes associated with each voting 
option selected without decrypting the 
ballot or revealing the identity of the voter. 
The voter is then sent the code of the option 
that was selected as a return code. 

So, if a voter selected option A, they should 
receive a return code of “1234,” and if they 
selected option B, they should receive a 
return code of “5678.” Assuming the elec-
tion is larger than a single vote, the voter 
would receive a list of return codes, each 

Cast-as-Intended 
Verifiability CaI

p.26

The ability for voters to verify that their vote 
has been encrypted and cast with the voting 
choices that they originally selected is known 
as cast-as-intended verifiability. This is one 
of the first verifications to be done, as it 
allows voters to reassure themselves that 
both their device and the encryption proto-
cols are acting correctly (i.e. they are not 
infected with malware or being hacked). If 
something does appear to be wrong, the 
voter can contact the appropriate officials 
and the problem can be remedied, usually 
before the end of the election. There are a 
few methods through which cast-as-intend-
ed verifiability can be achieved.

One mechanism is known as “cast and de-
crypt.” In this scenario, voters cast a ballot 
and then obtain a QR code that contains the 
randomness, or the randomly generated 
mathematical formulas, used to encrypt 
their vote. Later, to verify that the vote they 
cast actually does contain the voting choices 
they desired, they use a verification app that 
will retrieve their individual vote, or an exact 

Assuring voters that their 
digital ballots contain the 
right choices.

unique to a specific voting option.

Each of these mechanisms are similarly 
effective in obtaining cast-as-intended veri-
fiability, though “cast or challenge” has not 
been used in politically binding elections.
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copy of it, from the voting server. Then, using 
the voter’s QR code, the app enables the 
voters to decrypt the retrieved vote and 
verify that it does contain the choices they 
originally selected, assuring them that their 
vote has not been manipulated.

Similarly, a mechanism known as “cast or 
challenge” can be implemented. Here, the 
voter completes their ballot and then en-
crypts it on their device. Then, the voter can 
choose either to cast their ballot, or to de-
crypt it (i.e. “challenge” it) to see if their choic-
es have remained the same. The voter can 
opt to decrypt their ballot as many times as 
they would like, ensuring that their device is 
not compromised or infected with malware.

A slightly different method used to achieve 
cast-as-intended verifiability is based on 
return codes. In this scenario, each voter is 
given a personalized voting card where 
every voting option is assigned a particular 
code. For example, option A may have the 
code “1234,” whereas option B would have 
the code “5678.” When a voter casts their 
ballot, the voting system is able to compute 
the codes associated with each voting 
option selected without decrypting the 
ballot or revealing the identity of the voter. 
The voter is then sent the code of the option 
that was selected as a return code. 

So, if a voter selected option A, they should 
receive a return code of “1234,” and if they 
selected option B, they should receive a 
return code of “5678.” Assuming the elec-
tion is larger than a single vote, the voter 
would receive a list of return codes, each 

CaI

p.27

The ability for voters to verify that their vote 
has been encrypted and cast with the voting 
choices that they originally selected is known 
as cast-as-intended verifiability. This is one 
of the first verifications to be done, as it 
allows voters to reassure themselves that 
both their device and the encryption proto-
cols are acting correctly (i.e. they are not 
infected with malware or being hacked). If 
something does appear to be wrong, the 
voter can contact the appropriate officials 
and the problem can be remedied, usually 
before the end of the election. There are a 
few methods through which cast-as-intend-
ed verifiability can be achieved.

One mechanism is known as “cast and de-
crypt.” In this scenario, voters cast a ballot 
and then obtain a QR code that contains the 
randomness, or the randomly generated 
mathematical formulas, used to encrypt 
their vote. Later, to verify that the vote they 
cast actually does contain the voting choices 
they desired, they use a verification app that 
will retrieve their individual vote, or an exact 

unique to a specific voting option.

Each of these mechanisms are similarly 
effective in obtaining cast-as-intended veri-
fiability, though “cast or challenge” has not 
been used in politically binding elections.
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copy of it, from the voting server. Then, using 
the voter’s QR code, the app enables the 
voters to decrypt the retrieved vote and 
verify that it does contain the choices they 
originally selected, assuring them that their 
vote has not been manipulated.

Similarly, a mechanism known as “cast or 
challenge” can be implemented. Here, the 
voter completes their ballot and then en-
crypts it on their device. Then, the voter can 
choose either to cast their ballot, or to de-
crypt it (i.e. “challenge” it) to see if their choic-
es have remained the same. The voter can 
opt to decrypt their ballot as many times as 
they would like, ensuring that their device is 
not compromised or infected with malware.

A slightly different method used to achieve 
cast-as-intended verifiability is based on 
return codes. In this scenario, each voter is 
given a personalized voting card where 
every voting option is assigned a particular 
code. For example, option A may have the 
code “1234,” whereas option B would have 
the code “5678.” When a voter casts their 
ballot, the voting system is able to compute 
the codes associated with each voting 
option selected without decrypting the 
ballot or revealing the identity of the voter. 
The voter is then sent the code of the option 
that was selected as a return code. 

So, if a voter selected option A, they should 
receive a return code of “1234,” and if they 
selected option B, they should receive a 
return code of “5678.” Assuming the elec-
tion is larger than a single vote, the voter 
would receive a list of return codes, each 

The ability for voters to verify that their vote 
has been encrypted and cast with the voting 
choices that they originally selected is known 
as cast-as-intended verifiability. This is one 
of the first verifications to be done, as it 
allows voters to reassure themselves that 
both their device and the encryption proto-
cols are acting correctly (i.e. they are not 
infected with malware or being hacked). If 
something does appear to be wrong, the 
voter can contact the appropriate officials 
and the problem can be remedied, usually 
before the end of the election. There are a 
few methods through which cast-as-intend-
ed verifiability can be achieved.

One mechanism is known as “cast and de-
crypt.” In this scenario, voters cast a ballot 
and then obtain a QR code that contains the 
randomness, or the randomly generated 
mathematical formulas, used to encrypt 
their vote. Later, to verify that the vote they 
cast actually does contain the voting choices 
they desired, they use a verification app that 
will retrieve their individual vote, or an exact 

unique to a specific voting option.

Each of these mechanisms are similarly 
effective in obtaining cast-as-intended veri-
fiability, though “cast or challenge” has not 
been used in politically binding elections.
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options they chose (through cast-as-in-
tended verifiability) receipts are only 
needed to identify that their ballot is se-
curely stored in the voting server. The voting 
receipts are also digitally signed by the 
voting server so voters can be sure that they 
were distributed by the online voting system 
and are authentic.

Recorded-as-Cast 
Verifiability RaC

p.29

Verifying that a ballot was cast-as-intended 
is only half the battle in the fight for individu-
al verifiability. Voters must also be able to 
verify that their ballot was successfully 
received by the voting server and placed in a 
position to be counted. This is known as 
recorded-as-cast verifiability, which can be 
accomplished with voting receipts.

When a voting server receives a ballot, it as-
signs a unique identifier to it and sends this 
identifier, usually a long string of numbers 
and letters, back to the voter. A list of all 
receipts recorded by the server is then pub-
lished on a public bulletin board. Voter can 
check this list of receipts and verify that their 
ballot is among those recorded by the voting 
server. In this way, voters can guarantee that 
their ballot was recorded-as-cast and will be 
included in the final tally. 

Receipts should always be anonymous and 
should never disclose the contents of a 
ballot. Since voters can check separately if 
their electronic ballot contains the voting 

Proving to voters that their 
ballots have been officially 
‘dropped’ into the ballot box.
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p.30

options they chose (through cast-as-in-
tended verifiability) receipts are only 
needed to identify that their ballot is se-
curely stored in the voting server. The voting 
receipts are also digitally signed by the 
voting server so voters can be sure that they 
were distributed by the online voting system 
and are authentic.

Verifying that a ballot was cast-as-intended 
is only half the battle in the fight for individu-
al verifiability. Voters must also be able to 
verify that their ballot was successfully 
received by the voting server and placed in a 
position to be counted. This is known as 
recorded-as-cast verifiability, which can be 
accomplished with voting receipts.

When a voting server receives a ballot, it as-
signs a unique identifier to it and sends this 
identifier, usually a long string of numbers 
and letters, back to the voter. A list of all 
receipts recorded by the server is then pub-
lished on a public bulletin board. Voter can 
check this list of receipts and verify that their 
ballot is among those recorded by the voting 
server. In this way, voters can guarantee that 
their ballot was recorded-as-cast and will be 
included in the final tally. 

Receipts should always be anonymous and 
should never disclose the contents of a 
ballot. Since voters can check separately if 
their electronic ballot contains the voting 2/2

RaC
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Universal
Verifiability UV

p.31

Whereas individual verifiability consists of 
individual voters verifying the accuracy and 
secure transmission of their individual votes, 
universal verifiability is an auditing proce-
dure that is open to all independent 
third-party auditors, and sometimes to the 
general public. Universal verifiability consists 
chiefly of counted-as-recorded verifiability.

Full transparency
for everyone.

Related Keywords:
· Counted-as-Recorded   
  Verifiability
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As the accuracy of mixing, decrypting, and 
tallying processes can be individually veri-
fied, the accuracy of results can be guaran-
teed. Thus, auditors can assure themselves 
that all ballots in an election were count-
ed-as-recorded.

Counted-as-Recorded 
Verifiability CaR

p.32

After votes are recorded by the voting 
server and the election ends, the ballots are 
mixed, decrypted, and tallied. Due to the 
digital nature of online elections, these pro-
cesses can usually happen in just a matter 
of minutes. Still, as with paper-based elec-
tions, independent auditors must be able to 
verify that each of these processes was 
conducted properly, and that all ballots are 
accounted for. In online elections, this verifi-
cation is known as counted-as-recorded 
verifiability.

Since election observers cannot witness the 
physical mixing, decrypting, and tallying of 
ballots in an online election, auditing the 
processes is best done with zero knowledge 
proofs. These cryptographic mathematical 
formulas offer data that proves the accura-
cy of the mixing and decrypting processes 
without disclosing sensitive information. 
With this confirmation that votes were mixed 
and decrypted properly, auditors can verify 
the accuracy of the tally and final count. 

Ensuring the accuracy
of the final tally.
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As the accuracy of mixing, decrypting, and 
tallying processes can be individually veri-
fied, the accuracy of results can be guaran-
teed. Thus, auditors can assure themselves 
that all ballots in an election were count-
ed-as-recorded.

After votes are recorded by the voting 
server and the election ends, the ballots are 
mixed, decrypted, and tallied. Due to the 
digital nature of online elections, these pro-
cesses can usually happen in just a matter 
of minutes. Still, as with paper-based elec-
tions, independent auditors must be able to 
verify that each of these processes was 
conducted properly, and that all ballots are 
accounted for. In online elections, this verifi-
cation is known as counted-as-recorded 
verifiability.

Since election observers cannot witness the 
physical mixing, decrypting, and tallying of 
ballots in an online election, auditing the 
processes is best done with zero knowledge 
proofs. These cryptographic mathematical 
formulas offer data that proves the accura-
cy of the mixing and decrypting processes 
without disclosing sensitive information. 
With this confirmation that votes were mixed 
and decrypted properly, auditors can verify 
the accuracy of the tally and final count. 

2/2
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p.34

While secrecy, integrity, and auditability 
stand as three main pillars to safe and secure 
online elections, voters would never be able 
to vote in the first place if it wasn’t for strong 
authentication practices. 
As voters do not have their IDs checked at polling stations in an online 
election, alternative authentication methods have been developed to 
ensure that only registered voters can log on to the online voting 
portal, and that voters are not being impersonated by anyone else.

There are various authentication methods that can be used during an 
online election. Often, online voting systems are compatible with au-
thentication methods that are already in use, like electronic ID cards. 
In scenarios where this is not possible, an authentication method is de-
veloped to best suit the needs of the election.
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Voter
Credentials VC

p.35

The most analogous method of voter au-
thentication to other forms of individual au-
thentication is the use of credentials, com-
monly thought of as usernames and pass-
words. When a voter goes to the voting plat-
form from their personal device, they will be 
asked for a unique username and password, 
usually provided to them prior to the election. 
The primary function of voter credentials is 
to ensure that only eligible voters are able to 
access the voting platform and cast a ballot. 

Voter credentials can be securely distributed 
in a number of ways, such as through the 
mail, or as an email. When distributed elec-
tronically, proper security practices should 
be implemented to ensure that the creden-
tials remain private. 

Private usernames
and passwords.

Related Keywords:
· Two-Factor Authentication
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Two-Factor
Authentication 2FA

p.36

To guarantee that a voter is who they say 
they are, many online voting systems will uti-
lize two-factor authentication, a method of 
verification that relies on two separate 
pieces of information. These two factors can 
consist of: something the voter knows, such 
as a password or PIN; something they have, 
like an electronic identity card or smart-
phone; or something inherent to the voter, 
like fingerprints or face recognition.

For example, in an online election, the voter 
may log on to the voting portal with their 
personal password (something they know), 
and then receive a single-use PIN on their 
smartphone (something they have) that ex-
pires right after they use it.

Two-factor authentication is just a small se-
curity step, but it ensures that a voter’s login 
credentials are not being used by anyone but 
the voter.

A double check of
the voter’s identity.

Related Keywords:
· Voter Credentials
· Biometrics
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Existing Authentication 
Methods Eam

p.37

In many governments and organizations, eli-
gible voters already have credentials that 
they use to verify their identity as a citizen or 
member in order to access particular infor-
mation or to complete certain processes. For 
example, students and teachers might have 
credentials that they use to access university 
information, and governments might distrib-
ute electronic ID cards to citizens which can 
be used to identify voters through a card 
reader attached to their device. 

In these cases, an online voting system can 
be connected to the external identity pro-
vider in order to use these existing creden-
tials for log in, eliminating the need to 
create new usernames and passwords for 
every eligible voter.

This method is an easy way to use authenti-
cation systems that are already in place, and 
it often requires little more than assigning 
the correct permissions within the online 
voting system to allow for these identity cre-
dentials to be used.

Using in-use
authentication systems.

Related Keywords:
· Voter Credentials
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Biometrics Bio

p.38

Biometrics relies on authenticating voters 
based on certain biological measurements – 
fingerprints, face or voice recognition, iris 
scans, etc. – that are unique to each voter. 
These measurements are often used as a 
part of two-factor authentication. As bio-
metric data is different from individual to 
individual, it is a secure method at verifying a 
voter’s identity. However, utilizing biometrics 
does require both the technology necessary 
to analyze the biological measurements, as 
well as a registry of the biometric data of all 
eligible voters, which is not always possible in 
certain election contexts. 

Authentication based on
the individual’s biology.

Related Keywords:
· Two-Factor Authentication
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p.39

Although the majority of online voting 
security measures lie within digital 
and electronic space, there are some 
very important pieces of physical 
infrastructure that are necessary
for a secure online election. 
These pieces of equipment are integral to the success of an online 
election and are specific to the needs of online voting. Without 
them, online ballots would have nowhere to be sent, decrypted, or 
tallied securely.
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Voting Client Vcl

p.40

When a voter authenticates themself, fills 
out a ballot and hits the “CAST” button, their 
vote is encrypted, digitally signed, and 
transmitted to the voting server. These oper-
ations are done by the voting client, or the 
software on the computer, smartphone or 
tablet that was used by the voter. The voting 
client is an important aspect of an online 
election, as it ensures the ballot is encrypted 
on the voter’s device before being transmit-
ted over the internet. In addition, the voting 
client is responsible for producing, alongside 
the voting server, the voting receipt and 
return codes (if implemented), making 
cast-as-intended and recorded-as-cast 
verifiability possible.

The piece of the online voting 
system on the voter’s device

Related Keywords:
· Voting Server
· Cast-as-Intended   
  Verifiability
· Recorded-as-Cast   
  Verifiability
· Individual Verifiability
· Receipt
· Return Code
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Voting servers, like any other server, can be 
susceptible to attacks by hackers and unau-
thorized third parties. For this reason, the 
previously discussed security features are 
necessary to maintain the integrity of the 
election. It is imperative that voters are cor-
rectly authenticated and that the votes are 
encrypted and signed. Thus, if someone were 
to gain access to the voting server, they 
would neither be able to forge a ballot with a 
voters digital signature – as they do not have 
the necessary private key held only by the 
voter – nor would they be able to decrypt the 
ballot to reveal its contents, since they don’t 
have access to the private decryption key 
that is kept, in shares, by the members of the 
electoral board.
 
In order to minimize the possibilities that a 
voting server can be compromised, certain 
infrastructure-specific security measures 
are put in place, depending on the require-
ments of any given election. These measures 
might include: allowing traffic from secure 
network channels (i.e. HTTPS) only; utilizing a 
web application firewall (WAF) to monitor or 
block non-secure, HTTP traffic; or disabling 
unused modules, or parts, of an online voting 
system. Servers should also be secured fol-
lowing the Open Web Application Security 
Project’s (OWASP) best practices. While 
there are numerous methods behind secur-
ing an online voting server, it is essential to 
confirm that proper preventative security 
measures are implemented.

Voting Server VS

p.41

The voting server is in charge of authenticat-
ing the voters, checking their eligibility and 
accepting the votes as cast. When an en-
crypted vote arrives at the voting server, it 
validates the vote and stores it in the digital 
ballot box, which is the electronic database 
of the encrypted ballots.
 
The voting server is also responsible for pro-
ducing, alongside the voting client, the voting 
receipts, return codes, and QR codes that 
make cast-as-intended and record-
ed-as-cast verifiability possible. Further-
more, once the voting server receives an en-
crypted ballot, depending on the voting pro-
tocol used, it can provide correctness verifi-
cation. This means that it is able to verify 
whether the ballot is correctly filled out, ac-
cording to election guidelines, without de-
crypting it. The voting server can then alert 
authorities, and even the voter, if an invalid 
ballot is cast, ensuring that invalid votes are 
not cast accidentally, all the while maintain-
ing the encryption and vote secrecy.
 

The heart of an
online election.

Related Keywords:
· Digital Ballot Box
· Voting Client
· Cast-as-Intended   
  Verifiability
· Recorded-as-Cast   
  Verifiability
· Individual Verifiability
· Receipt
· Return Codes
· Encryption
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· Private Key
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Voting servers, like any other server, can be 
susceptible to attacks by hackers and unau-
thorized third parties. For this reason, the 
previously discussed security features are 
necessary to maintain the integrity of the 
election. It is imperative that voters are cor-
rectly authenticated and that the votes are 
encrypted and signed. Thus, if someone were 
to gain access to the voting server, they 
would neither be able to forge a ballot with a 
voters digital signature – as they do not have 
the necessary private key held only by the 
voter – nor would they be able to decrypt the 
ballot to reveal its contents, since they don’t 
have access to the private decryption key 
that is kept, in shares, by the members of the 
electoral board.
 
In order to minimize the possibilities that a 
voting server can be compromised, certain 
infrastructure-specific security measures 
are put in place, depending on the require-
ments of any given election. These measures 
might include: allowing traffic from secure 
network channels (i.e. HTTPS) only; utilizing a 
web application firewall (WAF) to monitor or 
block non-secure, HTTP traffic; or disabling 
unused modules, or parts, of an online voting 
system. Servers should also be secured fol-
lowing the Open Web Application Security 
Project’s (OWASP) best practices. While 
there are numerous methods behind secur-
ing an online voting server, it is essential to 
confirm that proper preventative security 
measures are implemented.

The voting server is in charge of authenticat-
ing the voters, checking their eligibility and 
accepting the votes as cast. When an en-
crypted vote arrives at the voting server, it 
validates the vote and stores it in the digital 
ballot box, which is the electronic database 
of the encrypted ballots.
 
The voting server is also responsible for pro-
ducing, alongside the voting client, the voting 
receipts, return codes, and QR codes that 
make cast-as-intended and record-
ed-as-cast verifiability possible. Further-
more, once the voting server receives an en-
crypted ballot, depending on the voting pro-
tocol used, it can provide correctness verifi-
cation. This means that it is able to verify 
whether the ballot is correctly filled out, ac-
cording to election guidelines, without de-
crypting it. The voting server can then alert 
authorities, and even the voter, if an invalid 
ballot is cast, ensuring that invalid votes are 
not cast accidentally, all the while maintain-
ing the encryption and vote secrecy.
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Air Gap AG
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In order to mix, decrypt, and tally online bal-
lots, they need to be downloaded from the 
voting server. In order to keep electronic bal-
lots safe from tampering and manipulation 
once they are downloaded, they should be 
stored on an air-gapped computer. An air 
gap is a security measure that consists of 
creating an isolated environment for a com-
puter, inhibiting any network connection. 
This means that no one outside the comput-
er’s users are able to access the content con-
tained within the device, as external hacking 
is impossible without network access.

Going offline to keep
hackers away.

Related Keywords:
· Voting Server
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Cast-as-Intended Verifiability
An individual verifiability procedure that allows voters to verify that the 
ballot they cast contained the voting options they intended to choose, and 
thus to verify that their device, the network channel, and the voting server 
are not being tampered with or manipulated.

Cast or Challenge
A cast-as-intended verifiability mechanism whereby voters can choose to 
decrypt their ballot before casting it, and thus can ensure that their device is 
not compromised or infected with malware.

Counted-as-Recorded Verifiability
A universal verifiability procedure that allows independent third-party audi-
tors to verify the accuracy of election results through the use of zero knowl-
edge proofs.

Cryptography
The practice and study of converting messages into secure codes.

Decryption
The process of decoding a message and rendering it readable, using a unique 
cryptographic key.

Digital Ballot Box
The electronic database of encrypted online ballots accessed by the voting 
server.

Digital Signature
A cryptographic proof that ensures the authenticity and integrity of the data 
that is signed, such as a vote. A voter digitally signs their ballot with a private 
key known only to them, and the voting server uses the public key and associ-
ated digital certificate to determine the identity, and thus the eligibility, of 
the voter.

Encryption
The process of turning a message into a ciphertext, or into a message unread-
able by anyone without the key to decrypt it.
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Air Gap
An isolated environment in which a computer or device is not connected, and 
cannot connect, to networks, particularly the public internet. This is a securi-
ty measure to keep online ballots safe from manipulation once they are 
downloaded and during the counting procedure. This measure can also be 
applied when sensitive procedures are done, such as the generation of voting 
credentials and certificates.

Asymmetric Encryption
The practice of using a public and private key pair to encrypt and decrypt 
messages and ballots. In an online election, every voter has access to the 
public encryption key, but only the electoral board has access to the private 
key necessary to decrypt the ballots.

Biometrics
The use of biological measurements, like fingerprints and face recognition, to 
authenticate a voter’s identity.

Bulletin Board
A digital bulletin board where voting receipts, return codes, and information 
regarding voter eligibility, vote tallying, and the randomness of the mixing 
process may be published, verified, and audited.

Cast and Decrypt
A mechanism for achieving cast-as-intended verifiability whereby the voter 
can retrieve their encrypted vote from the voting server and decrypt it, check-
ing that it has maintained the correct voting choices.

End-to-End Encryption
A specific approach of encryption used in many processes and necessary for 
a secure online voting election. With end-to-end encryption, ballots are 
encrypted directly on the voter’s individual personal device, rather than 
simply being sent through an encrypted network channel, and maintain their 
encryption throughout the election process. They are only decrypted with the 
electoral board’s unique decryption key. 

Homomorphic Tallying
The cryptographic process by which encrypted ballots are added and tallied 
without the need to decrypt them, thus keeping ballot contents private and 
voters’ identities anonymous.

Immutable Logs
Logs that document the election process. They are automatically generated 
by the online voting system and cannot be altered by anyone, including elec-
tion staff and members of the electoral board. At the end of the election, the 
logs are made available, allowing anyone to audit the election.

Individual Verifiability
Verification methods that allow individual voters to verify that their individ-
ual votes were cast-as-intended and recorded-as-cast.

Key Roaming Mechanisms
A process for distributing the voter cryptographic key pair and digital certifi-
cate that are associated with a particular profile or account, rather than a 
device, making them accessible from whichever device is used.

Mixing
The cryptographic process by which ballots are shuffled and re-encrypted 
one or more times to produce a completely random list of votes, making indi-
vidual ballots impossible to trace back to individual voters.

Mix-Net
Also known as a mix network, this is a series of servers, each of which 
receives ballots, shuffles them, re-encrypts them, and sends them on to 
another in order to randomize the ballot order.

Private Key
A cryptographic key that is known by only one person or a small group of 
people. In online voting elections, the electoral board maintains a private key 
to decrypt ballots and the voters maintain private keys to sign their ballots.

Public Key
A cryptographic key that is publicly available. In online voting elections, a 
public key is used to encrypt ballots directly on a voter’s device and a public 
key for each voter is used to verify the authenticity of their votes.

Receipt
A unique identifier assigned to a ballot that is both sent back to the individual 
voter and published on a public bulletin board for recorded-as-cast verifi-
ability.

Recorded-as-Cast Verifiability
An individual verifiability procedure that allows voters to check a unique 
receipt for their ballot against a list of receipts recorded by the voting server, 
verifying that their ballot was correctly recorded and stored.

Return Code
A code that is sent from the voting server back to a voter after receiving their 
ballot. This code reflects a particular voting choice, and the voter can use this 
code to verify that their vote was cast-as-intended.

Secret Sharing Scheme
A method by which a “secret” is shared so that each individual only receives 
part of the secret. This is used in online voting elections to divide the private 
decryption key among members of the electoral board, ensuring that no 
single individual can decrypt the ballots on their own. 

Symmetric Encryption
The practice of using the same key to decrypt and encrypt messages. This is 
suitable for communication between two people but is not practical for an 
online voting election.

Two-Factor Authentication
A method of authentication that requires two pieces of information: some-
thing the voter knows, something they have or something that is inherent 
to them.

Universal Verifiability
Verification methods that allow any independent third party to verify that all 
ballots in a given election were counted-as-recorded.

Voting Client
The software that is run on the voter’s computer or smartphone in order to 
authenticate and cast a vote. This software is the interface between the voting 
system, specifically the voting server, and the voter.

Voting Server
The physical machine that holds and accesses the digital ballot box. The 
voting server is responsible for storing the online ballots, checking for vote 
correctness, and sending return codes and voting receipts to voters.

Zero Knowledge Proofs
Complex mathematical proofs that verify the accuracy of the mixing, and 
decrypting processes, as well as, in some cases the correctness of the votes.
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Cast-as-Intended Verifiability
An individual verifiability procedure that allows voters to verify that the 
ballot they cast contained the voting options they intended to choose, and 
thus to verify that their device, the network channel, and the voting server 
are not being tampered with or manipulated.

Cast or Challenge
A cast-as-intended verifiability mechanism whereby voters can choose to 
decrypt their ballot before casting it, and thus can ensure that their device is 
not compromised or infected with malware.

Counted-as-Recorded Verifiability
A universal verifiability procedure that allows independent third-party audi-
tors to verify the accuracy of election results through the use of zero knowl-
edge proofs.

Cryptography
The practice and study of converting messages into secure codes.

Decryption
The process of decoding a message and rendering it readable, using a unique 
cryptographic key.

Digital Ballot Box
The electronic database of encrypted online ballots accessed by the voting 
server.

Digital Signature
A cryptographic proof that ensures the authenticity and integrity of the data 
that is signed, such as a vote. A voter digitally signs their ballot with a private 
key known only to them, and the voting server uses the public key and associ-
ated digital certificate to determine the identity, and thus the eligibility, of 
the voter.

Encryption
The process of turning a message into a ciphertext, or into a message unread-
able by anyone without the key to decrypt it.

End-to-End Encryption
A specific approach of encryption used in many processes and necessary for 
a secure online voting election. With end-to-end encryption, ballots are 
encrypted directly on the voter’s individual personal device, rather than 
simply being sent through an encrypted network channel, and maintain their 
encryption throughout the election process. They are only decrypted with the 
electoral board’s unique decryption key. 

Homomorphic Tallying
The cryptographic process by which encrypted ballots are added and tallied 
without the need to decrypt them, thus keeping ballot contents private and 
voters’ identities anonymous.

Immutable Logs
Logs that document the election process. They are automatically generated 
by the online voting system and cannot be altered by anyone, including elec-
tion staff and members of the electoral board. At the end of the election, the 
logs are made available, allowing anyone to audit the election.

Individual Verifiability
Verification methods that allow individual voters to verify that their individ-
ual votes were cast-as-intended and recorded-as-cast.

Key Roaming Mechanisms
A process for distributing the voter cryptographic key pair and digital certifi-
cate that are associated with a particular profile or account, rather than a 
device, making them accessible from whichever device is used.

Mixing
The cryptographic process by which ballots are shuffled and re-encrypted 
one or more times to produce a completely random list of votes, making indi-
vidual ballots impossible to trace back to individual voters.

Mix-Net
Also known as a mix network, this is a series of servers, each of which 
receives ballots, shuffles them, re-encrypts them, and sends them on to 
another in order to randomize the ballot order.

Private Key
A cryptographic key that is known by only one person or a small group of 
people. In online voting elections, the electoral board maintains a private key 
to decrypt ballots and the voters maintain private keys to sign their ballots.

Public Key
A cryptographic key that is publicly available. In online voting elections, a 
public key is used to encrypt ballots directly on a voter’s device and a public 
key for each voter is used to verify the authenticity of their votes.

Receipt
A unique identifier assigned to a ballot that is both sent back to the individual 
voter and published on a public bulletin board for recorded-as-cast verifi-
ability.

Recorded-as-Cast Verifiability
An individual verifiability procedure that allows voters to check a unique 
receipt for their ballot against a list of receipts recorded by the voting server, 
verifying that their ballot was correctly recorded and stored.

Return Code
A code that is sent from the voting server back to a voter after receiving their 
ballot. This code reflects a particular voting choice, and the voter can use this 
code to verify that their vote was cast-as-intended.

Secret Sharing Scheme
A method by which a “secret” is shared so that each individual only receives 
part of the secret. This is used in online voting elections to divide the private 
decryption key among members of the electoral board, ensuring that no 
single individual can decrypt the ballots on their own. 

Symmetric Encryption
The practice of using the same key to decrypt and encrypt messages. This is 
suitable for communication between two people but is not practical for an 
online voting election.

Two-Factor Authentication
A method of authentication that requires two pieces of information: some-
thing the voter knows, something they have or something that is inherent 
to them.

Universal Verifiability
Verification methods that allow any independent third party to verify that all 
ballots in a given election were counted-as-recorded.

Voting Client
The software that is run on the voter’s computer or smartphone in order to 
authenticate and cast a vote. This software is the interface between the voting 
system, specifically the voting server, and the voter.

Voting Server
The physical machine that holds and accesses the digital ballot box. The 
voting server is responsible for storing the online ballots, checking for vote 
correctness, and sending return codes and voting receipts to voters.

Zero Knowledge Proofs
Complex mathematical proofs that verify the accuracy of the mixing, and 
decrypting processes, as well as, in some cases the correctness of the votes.
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Cast-as-Intended Verifiability
An individual verifiability procedure that allows voters to verify that the 
ballot they cast contained the voting options they intended to choose, and 
thus to verify that their device, the network channel, and the voting server 
are not being tampered with or manipulated.

Cast or Challenge
A cast-as-intended verifiability mechanism whereby voters can choose to 
decrypt their ballot before casting it, and thus can ensure that their device is 
not compromised or infected with malware.

Counted-as-Recorded Verifiability
A universal verifiability procedure that allows independent third-party audi-
tors to verify the accuracy of election results through the use of zero knowl-
edge proofs.

Cryptography
The practice and study of converting messages into secure codes.

Decryption
The process of decoding a message and rendering it readable, using a unique 
cryptographic key.

Digital Ballot Box
The electronic database of encrypted online ballots accessed by the voting 
server.

Digital Signature
A cryptographic proof that ensures the authenticity and integrity of the data 
that is signed, such as a vote. A voter digitally signs their ballot with a private 
key known only to them, and the voting server uses the public key and associ-
ated digital certificate to determine the identity, and thus the eligibility, of 
the voter.

Encryption
The process of turning a message into a ciphertext, or into a message unread-
able by anyone without the key to decrypt it.

End-to-End Encryption
A specific approach of encryption used in many processes and necessary for 
a secure online voting election. With end-to-end encryption, ballots are 
encrypted directly on the voter’s individual personal device, rather than 
simply being sent through an encrypted network channel, and maintain their 
encryption throughout the election process. They are only decrypted with the 
electoral board’s unique decryption key. 

Homomorphic Tallying
The cryptographic process by which encrypted ballots are added and tallied 
without the need to decrypt them, thus keeping ballot contents private and 
voters’ identities anonymous.

Immutable Logs
Logs that document the election process. They are automatically generated 
by the online voting system and cannot be altered by anyone, including elec-
tion staff and members of the electoral board. At the end of the election, the 
logs are made available, allowing anyone to audit the election.

Individual Verifiability
Verification methods that allow individual voters to verify that their individ-
ual votes were cast-as-intended and recorded-as-cast.

Key Roaming Mechanisms
A process for distributing the voter cryptographic key pair and digital certifi-
cate that are associated with a particular profile or account, rather than a 
device, making them accessible from whichever device is used.

Mixing
The cryptographic process by which ballots are shuffled and re-encrypted 
one or more times to produce a completely random list of votes, making indi-
vidual ballots impossible to trace back to individual voters.

Mix-Net
Also known as a mix network, this is a series of servers, each of which 
receives ballots, shuffles them, re-encrypts them, and sends them on to 
another in order to randomize the ballot order.

Private Key
A cryptographic key that is known by only one person or a small group of 
people. In online voting elections, the electoral board maintains a private key 
to decrypt ballots and the voters maintain private keys to sign their ballots.

Public Key
A cryptographic key that is publicly available. In online voting elections, a 
public key is used to encrypt ballots directly on a voter’s device and a public 
key for each voter is used to verify the authenticity of their votes.

Receipt
A unique identifier assigned to a ballot that is both sent back to the individual 
voter and published on a public bulletin board for recorded-as-cast verifi-
ability.

Recorded-as-Cast Verifiability
An individual verifiability procedure that allows voters to check a unique 
receipt for their ballot against a list of receipts recorded by the voting server, 
verifying that their ballot was correctly recorded and stored.

Return Code
A code that is sent from the voting server back to a voter after receiving their 
ballot. This code reflects a particular voting choice, and the voter can use this 
code to verify that their vote was cast-as-intended.

Secret Sharing Scheme
A method by which a “secret” is shared so that each individual only receives 
part of the secret. This is used in online voting elections to divide the private 
decryption key among members of the electoral board, ensuring that no 
single individual can decrypt the ballots on their own. 

Symmetric Encryption
The practice of using the same key to decrypt and encrypt messages. This is 
suitable for communication between two people but is not practical for an 
online voting election.

Two-Factor Authentication
A method of authentication that requires two pieces of information: some-
thing the voter knows, something they have or something that is inherent 
to them.

Universal Verifiability
Verification methods that allow any independent third party to verify that all 
ballots in a given election were counted-as-recorded.

Voting Client
The software that is run on the voter’s computer or smartphone in order to 
authenticate and cast a vote. This software is the interface between the voting 
system, specifically the voting server, and the voter.

Voting Server
The physical machine that holds and accesses the digital ballot box. The 
voting server is responsible for storing the online ballots, checking for vote 
correctness, and sending return codes and voting receipts to voters.

Zero Knowledge Proofs
Complex mathematical proofs that verify the accuracy of the mixing, and 
decrypting processes, as well as, in some cases the correctness of the votes.
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Cast-as-Intended Verifiability
An individual verifiability procedure that allows voters to verify that the 
ballot they cast contained the voting options they intended to choose, and 
thus to verify that their device, the network channel, and the voting server 
are not being tampered with or manipulated.

Cast or Challenge
A cast-as-intended verifiability mechanism whereby voters can choose to 
decrypt their ballot before casting it, and thus can ensure that their device is 
not compromised or infected with malware.

Counted-as-Recorded Verifiability
A universal verifiability procedure that allows independent third-party audi-
tors to verify the accuracy of election results through the use of zero knowl-
edge proofs.

Cryptography
The practice and study of converting messages into secure codes.

Decryption
The process of decoding a message and rendering it readable, using a unique 
cryptographic key.

Digital Ballot Box
The electronic database of encrypted online ballots accessed by the voting 
server.

Digital Signature
A cryptographic proof that ensures the authenticity and integrity of the data 
that is signed, such as a vote. A voter digitally signs their ballot with a private 
key known only to them, and the voting server uses the public key and associ-
ated digital certificate to determine the identity, and thus the eligibility, of 
the voter.

Encryption
The process of turning a message into a ciphertext, or into a message unread-
able by anyone without the key to decrypt it.

End-to-End Encryption
A specific approach of encryption used in many processes and necessary for 
a secure online voting election. With end-to-end encryption, ballots are 
encrypted directly on the voter’s individual personal device, rather than 
simply being sent through an encrypted network channel, and maintain their 
encryption throughout the election process. They are only decrypted with the 
electoral board’s unique decryption key. 

Homomorphic Tallying
The cryptographic process by which encrypted ballots are added and tallied 
without the need to decrypt them, thus keeping ballot contents private and 
voters’ identities anonymous.

Immutable Logs
Logs that document the election process. They are automatically generated 
by the online voting system and cannot be altered by anyone, including elec-
tion staff and members of the electoral board. At the end of the election, the 
logs are made available, allowing anyone to audit the election.

Individual Verifiability
Verification methods that allow individual voters to verify that their individ-
ual votes were cast-as-intended and recorded-as-cast.

Key Roaming Mechanisms
A process for distributing the voter cryptographic key pair and digital certifi-
cate that are associated with a particular profile or account, rather than a 
device, making them accessible from whichever device is used.

Mixing
The cryptographic process by which ballots are shuffled and re-encrypted 
one or more times to produce a completely random list of votes, making indi-
vidual ballots impossible to trace back to individual voters.

Mix-Net
Also known as a mix network, this is a series of servers, each of which 
receives ballots, shuffles them, re-encrypts them, and sends them on to 
another in order to randomize the ballot order.

Private Key
A cryptographic key that is known by only one person or a small group of 
people. In online voting elections, the electoral board maintains a private key 
to decrypt ballots and the voters maintain private keys to sign their ballots.

Public Key
A cryptographic key that is publicly available. In online voting elections, a 
public key is used to encrypt ballots directly on a voter’s device and a public 
key for each voter is used to verify the authenticity of their votes.

Receipt
A unique identifier assigned to a ballot that is both sent back to the individual 
voter and published on a public bulletin board for recorded-as-cast verifi-
ability.

Recorded-as-Cast Verifiability
An individual verifiability procedure that allows voters to check a unique 
receipt for their ballot against a list of receipts recorded by the voting server, 
verifying that their ballot was correctly recorded and stored.

Return Code
A code that is sent from the voting server back to a voter after receiving their 
ballot. This code reflects a particular voting choice, and the voter can use this 
code to verify that their vote was cast-as-intended.

Secret Sharing Scheme
A method by which a “secret” is shared so that each individual only receives 
part of the secret. This is used in online voting elections to divide the private 
decryption key among members of the electoral board, ensuring that no 
single individual can decrypt the ballots on their own. 

Symmetric Encryption
The practice of using the same key to decrypt and encrypt messages. This is 
suitable for communication between two people but is not practical for an 
online voting election.

Two-Factor Authentication
A method of authentication that requires two pieces of information: some-
thing the voter knows, something they have or something that is inherent 
to them.

Universal Verifiability
Verification methods that allow any independent third party to verify that all 
ballots in a given election were counted-as-recorded.

Voting Client
The software that is run on the voter’s computer or smartphone in order to 
authenticate and cast a vote. This software is the interface between the voting 
system, specifically the voting server, and the voter.

Voting Server
The physical machine that holds and accesses the digital ballot box. The 
voting server is responsible for storing the online ballots, checking for vote 
correctness, and sending return codes and voting receipts to voters.

Zero Knowledge Proofs
Complex mathematical proofs that verify the accuracy of the mixing, and 
decrypting processes, as well as, in some cases the correctness of the votes.
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Cast-as-Intended Verifiability
An individual verifiability procedure that allows voters to verify that the 
ballot they cast contained the voting options they intended to choose, and 
thus to verify that their device, the network channel, and the voting server 
are not being tampered with or manipulated.

Cast or Challenge
A cast-as-intended verifiability mechanism whereby voters can choose to 
decrypt their ballot before casting it, and thus can ensure that their device is 
not compromised or infected with malware.

Counted-as-Recorded Verifiability
A universal verifiability procedure that allows independent third-party audi-
tors to verify the accuracy of election results through the use of zero knowl-
edge proofs.

Cryptography
The practice and study of converting messages into secure codes.

Decryption
The process of decoding a message and rendering it readable, using a unique 
cryptographic key.

Digital Ballot Box
The electronic database of encrypted online ballots accessed by the voting 
server.

Digital Signature
A cryptographic proof that ensures the authenticity and integrity of the data 
that is signed, such as a vote. A voter digitally signs their ballot with a private 
key known only to them, and the voting server uses the public key and associ-
ated digital certificate to determine the identity, and thus the eligibility, of 
the voter.

Encryption
The process of turning a message into a ciphertext, or into a message unread-
able by anyone without the key to decrypt it.

End-to-End Encryption
A specific approach of encryption used in many processes and necessary for 
a secure online voting election. With end-to-end encryption, ballots are 
encrypted directly on the voter’s individual personal device, rather than 
simply being sent through an encrypted network channel, and maintain their 
encryption throughout the election process. They are only decrypted with the 
electoral board’s unique decryption key. 

Homomorphic Tallying
The cryptographic process by which encrypted ballots are added and tallied 
without the need to decrypt them, thus keeping ballot contents private and 
voters’ identities anonymous.

Immutable Logs
Logs that document the election process. They are automatically generated 
by the online voting system and cannot be altered by anyone, including elec-
tion staff and members of the electoral board. At the end of the election, the 
logs are made available, allowing anyone to audit the election.

Individual Verifiability
Verification methods that allow individual voters to verify that their individ-
ual votes were cast-as-intended and recorded-as-cast.

Key Roaming Mechanisms
A process for distributing the voter cryptographic key pair and digital certifi-
cate that are associated with a particular profile or account, rather than a 
device, making them accessible from whichever device is used.

Mixing
The cryptographic process by which ballots are shuffled and re-encrypted 
one or more times to produce a completely random list of votes, making indi-
vidual ballots impossible to trace back to individual voters.

Mix-Net
Also known as a mix network, this is a series of servers, each of which 
receives ballots, shuffles them, re-encrypts them, and sends them on to 
another in order to randomize the ballot order.

Private Key
A cryptographic key that is known by only one person or a small group of 
people. In online voting elections, the electoral board maintains a private key 
to decrypt ballots and the voters maintain private keys to sign their ballots.

Public Key
A cryptographic key that is publicly available. In online voting elections, a 
public key is used to encrypt ballots directly on a voter’s device and a public 
key for each voter is used to verify the authenticity of their votes.

Receipt
A unique identifier assigned to a ballot that is both sent back to the individual 
voter and published on a public bulletin board for recorded-as-cast verifi-
ability.

Recorded-as-Cast Verifiability
An individual verifiability procedure that allows voters to check a unique 
receipt for their ballot against a list of receipts recorded by the voting server, 
verifying that their ballot was correctly recorded and stored.

Return Code
A code that is sent from the voting server back to a voter after receiving their 
ballot. This code reflects a particular voting choice, and the voter can use this 
code to verify that their vote was cast-as-intended.

Secret Sharing Scheme
A method by which a “secret” is shared so that each individual only receives 
part of the secret. This is used in online voting elections to divide the private 
decryption key among members of the electoral board, ensuring that no 
single individual can decrypt the ballots on their own. 

Symmetric Encryption
The practice of using the same key to decrypt and encrypt messages. This is 
suitable for communication between two people but is not practical for an 
online voting election.

Two-Factor Authentication
A method of authentication that requires two pieces of information: some-
thing the voter knows, something they have or something that is inherent 
to them.

Universal Verifiability
Verification methods that allow any independent third party to verify that all 
ballots in a given election were counted-as-recorded.

Voting Client
The software that is run on the voter’s computer or smartphone in order to 
authenticate and cast a vote. This software is the interface between the voting 
system, specifically the voting server, and the voter.

Voting Server
The physical machine that holds and accesses the digital ballot box. The 
voting server is responsible for storing the online ballots, checking for vote 
correctness, and sending return codes and voting receipts to voters.

Zero Knowledge Proofs
Complex mathematical proofs that verify the accuracy of the mixing, and 
decrypting processes, as well as, in some cases the correctness of the votes.
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Scytl – Secure Electronic Voting

© Copyright 2020 
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All rights reserved.

This Document is proprietary to SCYTL 
SECURE ELECTRONIC VOTING, S.A. (SCYTL) 
and is protected by the Spanish laws on copy-
right and by the applicable International Con-
ventions.

The property of Scytl’s cryptographic mecha-
nisms and protocols described in this Document 
are protected by patent applications.
No part of this Document may be: (i) communi-
cated to the public, by any means including the 
right of making it available; (ii) distributed 
including but not limited to sale, rental or lend-
ing; (iii) reproduced whether direct or indirectly, 
temporary or permanently by any means and/or 
(iv) adapted, modified or otherwise transformed.
Notwithstanding the foregoing, the document
may be printed and/or downloaded.
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